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Chapter 1. Overview

M400-C1 is a 4G routing terminal device that can be freely equipped with
Qualcomm MDM9x07 and ASR platform 4G wireless communication module. Support
three network ports, support dual WIFI antenna, support serial port transparent transmission

function.

The WAN network port can be configured as a LAN port or a WAN port. By default, the IP
address is automatically assigned. After the network cable is inserted, the PC can use this

device to bring 4G network functions.

The device provides Wi-Fi AP function. The default name of the Wi-Fi SSID is the last four
digits of the 4G_AP_MAC address, and the default password is 12345678.

The default address of the device is 192.168.1.1, log in to the http://192.168.1.1 WEBUI

management page, you can make various settings, and the login account is admin:admin.

The foll(?wing is the equipment diagram:

38. Omm Debug UART UART

Main GPS WIFI WIFL  Diversity
§ antenna  antenna  anténna  antenna

IWIFI lamp-

4G light

wmy *g¢
>
g
g

LUl 4
wug gy

RESET

LAN1 LAN2

Note:
1) The DC power supply voltage range is 6V to 25V, it is recommended to use the matching

power adapter.
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2) Supports LTE network indicator, flashes when there is no card or registration, and always
lights up during normal registration.

3) Support WAN and LAN network port indicator and WiFi indicator.

4) WAN port can be configured as WAN or LAN function on the page.

5) Supports factory reset button.

6) Please clear the browsing history of the browser before using the WEBUI management

function.




Chapter 2. WEBUI Management System

The device's default settings can work, or you can modify the default settings through the
WEBUI management page. WEBUI management page supports Internet Explorer 11 and

higher, Firefox, Chrome, Safari and other mainstream browsers.

2.1 Login

Open the browser, enter the address 192.168.1.1 and press Enter, the browser will display the
login interface of the web management system, enter the user name admin, password admin,

and click login to enter the management system.

== LT o

@ Login x +
& C @ F==2 | 192.168.1.1/login.html ~ a % 6
A
admin
=R
Note:

1) If you enter the wrong username/password three times in a row, the login function will be
locked. During the lock, you will not be able to log in to the web management system.
You can only try to enter the password again after the lock time has passed.

2) The default username/password is very simple. For security reasons, users should change
to a more secure username/password after logging in to the system. For how to modify

the user name/password, please refer to the “Admin” chapter.
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3) If you have forgotten your password, you can click on the forgotten password to proceed

to the next step according to the prompts.

User name or password error]

admin

......

Login

User name or password error, please wait
178 seconds and try again!

admin

Login

Fress the reset key to restore the factory
settings, and then use admin: admin to
lagin,

admin

Login

2.2 Home

This page displays the current network mode, connection status, IP address, LAN related
information, WIFI related information, device IMEI and SIM card related information and
device information (such as system time, boot time, device version number, etc.). Display
current network status and related information (such as connected network type, signal

strength value, etc.).
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TN . |
China Mobile LTE ) ;uﬂu

Home Net Mode 4G
Internet Connection State Connected
, IP Address 10.189.245.131
Firewall
atewa
App
Admin LAN IP Address 192.168.1.1
s LAN Netmask 255.255.255.0
English  w Wi-Fi MAC 00:0C:43:E1:88:55
SSID 4G_AP_8855
Logout IMEI 123456789012347
SIM State READY
460023218543035
te Unregistered
Registered Home
Network Type LTE
RSRP -96.00
RSRQ -5.00
Up Time 01:28:32
1/1/1970, 9:28:32 AM
58.14 MB
Free Memory 40.02 MB
Modem Version CLM920_AC3-V1 [Apr 22 2020 14:32:33]
Frimware Version CLP500 V2.0
Note:

If there is no problem of registering the network or being unable to access the Internet, you
can check whether the connection status has been successfully connected. The device time on
this page shows that the network time cannot be synchronized. If you want to synchronize the

network time, you can modify the settings by referring to "Time " on the "Admin " page.
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2.3 Internet

2.3.1 WAN

Select the network mode is to choose the way to go online.

4G mode: You need to insert a SIM card to go online.

DHCP mode: You can not insert a SIM card, but you need to insert the interface labeled
WAN into other routers or switches to automatically obtain an IP address for Internet access.
STATIC: Compared to the "DHCP" method, you also need to manually configure Internet

access information such as IP addresses.

The network mode needs to be reconnected after changing.

China Mobile LTE

Home
Internst
WAN Network Mode 4G v
DHCP
STATIC
Firanarall
2.3.2 LAN

Configure the device IP address and device name, and configure the DHCP service

parameters. After modifying the settings, you need to reconnect to the network.

If you do not know what DNS to use, you can configure only the primary DNS as the device
IP address, leave the standby DNS blank, and enable the DNS proxy function.

Static IP address assignment function can assign fixed IP to the specified MAC address. Up to
3 designated MAC addresses can be assigned fixed IP.
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China Mobile LTE

Home

Internet
192.168.1.1
255.255.255.0

LAN

4GAP
Enable v
192.168.1.100

Firewall
192.168.1.200
192.168.1.1

App

Admin DHCP Gatewa 192.168.11

" I _Base 35400 Seconds
G~ Static Assic MAC 1P
Logout MAC P
MAC IP
Disable v
Enable v
0K

2.3.3 Mobile Net

This setting modifies 4G related parameters, such as modifying the network mode (LTE only,
GSM only, etc.). After setting to automatic mode, the device will automatically search for the
best network according to the SIM card, for example, the LTE network is searched first, the
WCDMA or EVDO network is searched second, and the GSM or CDMA 1x network is

searched last. It is recommended to keep this setting.

APN setting function, the device presets most operator APN related settings, APN is set to
automatically select the mode to automatically match. If the SIM card is special, it may not be

automatically matched. In this case, you can manually set the APN. If the APN is set

-10 -
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according to the requirements of the SIM card operator and you still cannot access the
network, you can try to modify the authentication type. The three authentication types are

different, and you can try them all.

Note: If equipped with CLM920 AC3 module, the network standard only supports LTE and
WCDMA.

China Mobile LTE

Home

Internet
Auto ~
Auto v

Mobile Net OK

Firewall

App

Admin

2.3.4 Wi-Fi

This page can enable and disable WIFI. This setting can modify the Wi-Fi AP SSID,
transmission channel, bandwidth, transmit power, encryption method and password. After
ticking the + in front of the broadcast SSID, other devices will not be able to search for this
Wi-Fi AP.

After WPS is enabled, you can use the WPS function for WIFI connection.

-11 -
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2
China Mobile LTE |/ l||

Home
Internst State Enable v
. 551D 4G_AP_3355 Broadcast
.‘UIH'N
LAN Channel 2412MHz (Channel 1)~
Matlinhies Band Width JOMHZMOMHz v
wen Power High v
Client
- Security WPAZ-PSK W
Firewall !
Password s Show Password
»
App
WPS Disable v
.
Admin oK

2.3.5 Client

The device functions as a router. Wi-Fi AP and Ethernet are a local area network. This page

displays the related settings of the local area network and the LAN client list.

China Mobile LTE LL57 ,|

Home
Internst DHCP List
Host Name MAC 1P Lease Left
5 WIN-SFICBHSBR64 44:37:E6:70:D1:95 192.168.1.100 86126
VAN : )
Station List
LAN MAC Psm BW Connected Time
Maobile Net s
ARP List
Wi-Fi 1P Flags MAC device
192.168.1.100 2 44:37:e6:70:d1:95 br0
Client 192.168.0.1 2 00:2a:2a:2a:2a:2a eth0
Firewall
App
Admin

-12 -
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2.4 Firewall
2.4.1 WIFI MAC Filter

Accept list: Only MAC addresses added to the whitelist can access the network.

Deny list: Only MAC addresses added to the blacklist cannot access the network.

Before setting to accept list mode, add yourself to the accept list, otherwise you will be
disconnected and can no longer connect to the device. After adding or deleting the mac

address, remember to click the save button to take effect.

China Unicom LTE

Home
Internet » Sta Enable v
Firewall
4G_AP_8787
2412MHz (Channel 1) v
20MHz/40MHz v
High v
WPA2-PSK v
App ssssnsss Show Password
Admin
OK

2.4.2 Port Forward

Port forward function, if the data packet sent from the external network to the router is
forwarded to the host on the internal network if it is within the set port or port range. Use this

function to allow intranet hosts to provide network services.

Ordinary SIM cannot use the port forwarding function due to operator restrictions. Some
special network cards and IoT cards can use this function. After adding or deleting, you need

to click the save button to take effect.

-13-
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China Unicom LTE (1 ]| ‘

Home
Internet »
Firewall v n't work for most SIM. If you have e
Vi-Fi MAC Filte
Port Forward Port Forward Mode Disable v
Disable
DMZ
Virtual Server Mode |ET.E|E*‘
MAC/IP/Port Filter OK
App s
Admin N
2.4.3 DMZ

DMZ is used to map the host address of the router's internal network to the external network,
so that the internal network's host can provide network services. After setting up the DMZ
host, the external network's access to the router's IP address will be forwarded to the

corresponding DMZ host.

Ordinary SIM cannot use the DMZ function due to operator restrictions. Some special
network cards and IoT cards can use the DMZ function. Selecting the "80 port" button means

that port 80 is not forwarded. Uncheck the "80 port" button, then forward all ports.

Home
Internet 5
Firewall »
Port Fo i
DMZ Disable v
| Disable |

- 14 -
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2.4.4 Security Settings

Secure setting is some secure setting on firewall, these settings take effect after reboot.

Remote management is a WEB management from WAN port.
Packet filter is used to filter packet which source address is LAN on WAN port.

China Unicom LTE &5

Home E af
Internet
Firewall
Disable v
| Disable |
| Disable v
Por
Disable Y
- Disable v
Secure :
Disable v
MAC/IP/Part Filter
OK
App
Admin

2.4.5 MAC/IP/Port Filter

You may setup firewall rules to protect your network from virus,worm and malicious activity

on the Internet.

-15-
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China Unicom LTE L1

Home

Internet

Disable v
Firewall Disable

MAC/IP/Port Filter

App

Admin

2.5 App

2.5.1 PING Net

The PING function is a function to increase the stability of the mobile data connection.

Sending PING packets will consume mobile data traffic.
The PING function detects that PING data packets are sent at a set time interval. If no data
packets are received within the timeout period, the data packets are sent a set number of times

in succession. If both times out, the device is restarted.

After setting, you need to restart the device.

- 16 -
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China Mobile LTE

Home
Internet
Firewall e
Enable v
: 114.114.114.114
App
120 Seconds
PING Net PING Timeou 30 Seconds
3
OK
Admin

2.5.2 Serial App

Serial port transparent transmission is to transmit the frame-by-frame data received by the

serial port to the server, and forward the data on the server to the serial port device.

This page can change the serial port transparent transmission setting, and can also modify this
setting by receiving commands through the serial port. However, if the serial port transparent
transmission function is disabled, you cannot continue to receive AT commands to modify the

settings. If you do not need to connect to the server, you can set the server address to empty.

-17-



M400-C1 4G Routing Equipment User Manual

China Mobile LTE

Home .
Internst T
2 C -
Firewall
» Enable v
App
115200 v
8 W
Serial App None s
1 v
Admin Serial Frame Time 50 Milliseconds
» 1024
English v G
1]
Logout
TCP v
: Dizable v
Disable v
5 State Disable v
OK
2.5.3 Auto Reboot

To maintain device stability, you can set the device to automatically restart. The mode every
few hours means that the device will restart after a few hours from the start. Daily fixed time
mode, which means that the device will restart at a set time every day, this mode requires

clock synchronization to be turned on.

-18-
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P
Ol China Mobile LTE @ l|II

Home To maintain the stability of the device, you can set the device to restart automatically.
Internet Reboot In Hours mode means that the device will restart after several hours from power on.
Reboot Everyday mode means that the set time device will restart every day. This mode needs to
¥ open Time Sync to NTP.
Firewall
Auto Reboot State Disable v
d Disable
App Reboot In Hours
Reboot Everyday
PING Net
Serial App
Auto Reboot
Admin

2.6 Admin

2.6.1 User Management

Modity login account and password.

™ China Mobile LTE @ I||I

Home
Internet % MNew User Name
Firewall » Mew Password
App »
Ok
Adrmin v

User Management
Time

Telnet Service
Remote Diag
Upgrade Firmware

Reboot

2.6.2 Time

-19-
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You can set the time zone and whether to enable the function of synchronizing to the network

time. After setting, you need to restart the device. Disabled by default.

China Mobile LTE 1

Home
Internet » ne (GMT-11:00) Midway Island, Samoa v
Firewall »
NTP Disable “
App ¥
Admin o 0K
Time

2.6.3 Telnet Service

After enabling, the device can be connected through Telnet tool.

China Mobile LTE | L1 ,

Home & e
Internst s
- =t Enable ~
Firewall
App » (8].4
Admin v

Telnet Service

-20 -
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2.6.4 Remote Diag

Equipped with NC3/AC3/JC3 module, QXDM can capture logs after filling in the correct IP

address.
Equipped with NC3 Module:

o an ||
China Unicom LTE 150 ]l

Home Remote diag service. This service depends on special module. It is used to diag module bug. Keep it

close in normal mode.
Internet »
Diag service parameter should contain server IP address, and diag port optionally. Such as:192.168.1.60
Firewall \ or 192.168.1.60 /dev/ttylUSB2 for NC3 module. Such as -t -¢ 192.168.1.60 -p 32122 -d /dev/ttyUSBO for
AC3 module.

App 2 MNote: When device reboot, the service should start again to take effect.
Admin « Enter the Server IP address in QPST
rd Configuration

Diag Parameter

Start Stop

Telnet Service
Remote Diag
Upgrade Firmware

Reboot

-21 -
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@ QPST Configuration {dong-pc) EM

File Server Start Clients Window Help

|15u:tive Fhones | Forts |15u:tive Client5| IP Serwver

.ﬁu:cept client conmectis Iqu |:|1-,i3,- _

IF Address Create COM3000x ports using client's a
(@ Use PC IF addres (@ Use IF address only. Use thiz sett:
and other dewices where the client’
Server dengFC changes after a dewice restart. Th
E_ith_s_ull dewice types but limit ym
Server IF 192, 165. 1. 100 Uze IF addressz and port number. Us
non-WinMobile dewices that always o
ramber after a dewice restart. If -
Use specified IF addr its port number after a restart QF!
137 153 = Ignore IF address or port differemn
I hns 1 i port mamber. Dewice will change it’
I reset. Thiz will guarentees the res

an increase of port number.

i Serwver Fort

Use system assigned port nur

I 2500
|
| @ U=ze specified port rom
i [2500
I
| , :
0 Phones 1 Ports 1 Clients Server Running...

—_— =

P

%i! QPST Configuration (dong-pcd & & E@g

File Server Start Clients Window Help

hetive Phones | Forts |15u:tive Clients I IF Server|

Port State Label Phone Link
& COM30001 Enabled COM30001 MDMSB0T (B0BE... 192....

After the webpage
' is filled in with the correct IP address,
there will be an additional port

Enable . Dizable Femove Add Mew Port...

1 Phones 1 Ports 2 Clients Server Running...

-22 -
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[ QXDM_Pro_04.00.230 (Disconnected) -_— . - -

File View Options Tools Window Help

:FB@ TEERBEODGQ comm - vemwe

i State | Label Phone | Conmect |
Active N/A N/A --"" lkcay

Active MN/A N/A 3

COM13

COM14 Active N/A N/A

m COM30001 MDMO60T (0xB06ccbal)

-23-
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How to use AC3/JC3
Preparations for Windows

1. Open "CATStudio" and select "Online Parse Log".

Log-Only Online

[¥]Show this window at startup [C11s TTCH Log
[TlEnable AutoUpdate database from UE

(You caner Je these optio

2. Use the configuration tool as the TCP server

Logger Informaton stets: | Seart [ Stop |

Bty [vdas J
File name Log 2022-06-15 15;17;40.7...
File size 0.00 MB
File count 1

Message count 5§
Thougfput 0 fsecond
Free disk space  34.6 GB
Dropped mess... 0

_24-
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fifé R CATStudio 3.0752 - MiniViewsr =B &

Workspace Modules  Utilities Log Action Display Theme Window Options Help

i Y | [B

I‘_El Logviewer - "ML MiniViewer w x Device Communication o x
Index UE Time Stamp | Data cell PC Time Stamp | Task ID Sigi Ianger
Device Communication
e e : A | Device 0
Communication Settings e
mimun 10N Jetting 127.0.0.1: 32122
Device 0 TCP Server  Diag m
Global Setting =
Protocol | 5ER] - | Devies T

~arvell Modem Device (COM129)

UsB S
Serial RawData Settings

. | Device 2
Serial Marvell ADB
Uss AdbData [ settings |
- | Device 3
I @ Socket | UsE Diag | settings
pe
P Client : 32122
- FEEE | Device 4
@ TCP Server i
UDP uss Diag [ settings |
Advance
| Auto Detection Bridge

| Dump Received Data Mo Bridge Devices

Bridge Devicel =+ To Device3d =

|
oK | l Cancel
4 " 3
Diag Device ALL;Modem Device ALL
Ready CPU Usage: 0% | Mem Usage: 94 MB £7 Database | @ Device 0 Devicel .3

3. Confirm equipment IP address at windows end

C:\Users\yuge>ipconfig

Windows IP L&

EWE F i

4T DNS 5

=1 e -
5 IPue HEsHE. . . . . . . . : fe80::530:ed36:3d6e:cfT6%62
IPu4 #bbt . . . . . . . . . . . . :[192.168.1.100
7 ] Fw w o : 255.255.255.0
192.168.1.1

4. Setting of IP parameters at device end

-25-
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China Unicom LTE

Home
Internet 5
Firewall »
App > t again to take effect
et ) Enter the IP address on the same network
iR segment as that on the Linux device and
Windows device
Start Stop
Remote Diag

2.6.5 Upgrade Management

To upgrade the firmware, please obtain the firmware version through technical support.

Failure to test the firmware may cause the upgrade to fail or fail to boot.

Please upgrade the bootloader carefully. This operation may damage the device.

During the upgrade, please do not turn off the power or interrupt the operation. The device

may be damaged. Please log in to this page via network cable to upgrade.

Upgrade steps: After logging in to the webui interface, select Admin ---- Upgrade Firmware
---- Select Firmware and click Upload to upgrade. After the device restarts, the upgrade is

successful.

-26-
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4{3 3':1;1 China Mobile LTE @ I||I

Home
Internet

Firewall

App

Upgrade device firmware, You should only download firmware from offical web size, or device will not
boot up.

You don't need to upgrade hootloader generally. This may damage device if fail to upgrade.
Don't reboot device or turn off power when upgrading is on going, or device will not boot up.

piin - 1 T 3

User Management

Time
Telnet Service

Remote Diag

Select Bootioader | upload

Upgrade Firmware p——0o 2

Reboot

46 —~ China Mohile LTE @ ||||

Home
Internet
Firewall
App
Admin

User Managemerll

Time

Telnet Service
Remote Diag
Upgrade Firmwar|

Reboot

| English i

€ 7 e |

e — o W So—— o Wy -
Oovﬂ |, « DTU » CLP500-MT7628-16MFL... - |43 || = cupsop-mTzez8-16MF.. P |

— . —e—

v i =~ 1 ®
= B & e P BuEH 28
3 | | mt7628 ulmage # 2020/7/2 17:52 o
J’ B Sy mt7628_ulmage_dual_image_factory.i.. 2020/7/2 20:15 i IMg
|| releasencte.txt 2020/7/2 20:53 AT
1™ | | RFparameter.bin 2020/7/2 20:13 BIN 37i%
&, win7 (€ || ubaat.bin 2020/6/11 11:50  BIN 3f¥
ca FHEEEE (D)
ca BHBEEE (E)
! s RS (F) 5
Kl Apple iPhone
v I | '
STHEE(N: mt7628 ulmage - |mEs ey |
[ Hﬁ{ol'—l | = |

Looout
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China Mobile LTE @ I|II

tlone Upgrade device firmware, You should only download firmware from offical web size, or device will not
boot up.

Internet s
You don't need to upgrade bootloader generally, This may damage device if fail to upgrade.

Firewall : Don't reboot device or turn off power when upgrading is on going, or device will not boot up.

App »

Admin v m 1 file(s) selected

User Management
ime
Select Bootloader | uplosd 6
Telnet Service
Remote Diag
Upgrade Firmware

Reboot

N : 2 T
O 8 China Mobile LTE QLB IIII

Horne Upgrade device firmware. You should enly download firmware from offical web size, or device will not
boot up.

Internet »
You don't need to upgrads bootloader generally. This may damage device if fail to upgrade.

Firewall ’ Dion't reboot device or turn off power when upgrading is on going, or device will not boot up.

App »

User Management

s Device is updatiing, it will take about 2 m

& = minutes. Don't break it
Telnet Service

Remote Diag
Upgrade Firmware

Reboot

Fnalish ¥

The network will be disconnected during the upgrade process, and the network will

automatically recover after the upgrade is successful.

Upgrade bootloader:
After logging in to the webui interface, select Admin----- Upgrade Firmware------ select
Bootloader ----- select the file to open, click upload to upgrade, wait for the device to restart.

-28-
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4G

Heme
Internet

Firewall

App

~

=h

China Mobile LTE |||I

Upgrade device firmware, You should only download firmware from offical web size, or device will not

boot up.

¥You don't need to upgrade bootloader generally. This may damage device if fail to upgrade.

User Management

Time

Selact Bootloadar ERN  uplosd |

Telnet Service

Remote Diag

Upgrade Firmware dm———rb 7}

Reboo

3
T

Don't rebooet device or turn off power when upgrading is on going, or device will not boot up.

o
-‘»",E G o [ China Mobile LTE ol II
o ¢ 577 [
R ey ey R R
Flaries O@'?| L, = DTU » CLP500-MT7628-16MFL... v [ +4 | EEE L PS00-MT7628-16ME... p|
Firewall Estig St =~ Ml @
App = B8R | E=E EHREE =3
Admin @ 3 |_| mt7628_ulmage 2020/7/2 17:52 fumg ==
J' =5 S mt7628_ulmage_dual_image_factory.i.. 2020/7/2 20:15 i IM3
User Managemen| | releasenote.xt 2020/7/2 20:53 AR
= 1% L || RFparameter.bin 2020/7/2 2013 BIN 3ZfF
&, win7 (C) || ubootbin o 2020/6/11 11:50  BIN 3zif
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English w
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Upgrade device firmware. You should only download firmware from offical web size, or device will nc
boot up.

You don't need to upgrade bootloader generally. This may damage device if fail to upgrade.

Den't reboot device or turn off power when upgrading is on going, or device will not boot up.
| Select Firmware

Salect Bootloader RIEHES et

. China Mobile LTE |||I

Success

Upgrade device firmware. You should only download firmware from offical web size, or device will not
boot up.

You don't need to upgrads bootloader generally. This may damags device if fail to upgrade.

Don't reboot device ar turn off power when upgrading is on going, or device will not boot up.

m Device is updating, it will take about 2 m

minutes. Don't break it

Note: After successful upgrade, you need to press the factory reset button.

2.6.6 Reboot

Restart the device. There are some items in the page settings that need to restart the device to

take effect. If it cannot be used after setting, it is recommended to restart the device here.
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Reboot Device. If some setting doesn't take effetct. Reboot device to test it

Reboot Device
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